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(57) Abstract :

ABSTRACT: Title: Zero-Trust Authentication Frame Work with Behavioral Metrics The present invention discloses a novel Multi-Layered Zero-Trust Authentication
Framework utilizing Continuous Behavioral Biometrics. This system implements a multi-layered cybersecurity model that combines continuous, passive behavioral
biometrics with a Zero-Trust Architecture (ZTA) to establish a dynamic, context-aware trust score for every user and device access attempt. The framework' ) ]
continuously analyzes behavioral patterns, such as keystroke dynamics, mouse movements, and navigation rhythms, to verify identity beyond iqitial'auth'emgcauon This
method proactively detects and mitigates threats, particularly insider threats, by revoking access or escalating authentjcation challenges in real-time ifa §1gmf_icgnt
deviation from the established user behavioral profile is detected. The objective is to significantly enhance the security posture and authentication integrity within
sensitive networks, providing a robust defense against evolving cyber risks.
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